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Mr. Harry E. Fitzwater
Deputy Director for Administration
Central Intelligence Agency

" Washington, DC 20505

Dear Mr. Fitzwater:

On May 26, 1983, I subm1tted for your review and written comment three draft

nondisclosure agreements designed to implement portions of National Security

Decision Directive 84 (NSDD-84). By letter of June 2, 1983, I advised you of
a change in the language of subparagraph 5(a) of the draft Sensitive Compart-
mented Information (SCI) agreement.

Based on the comments received and other relevant considerations, tentative
decisions have been reached concerning the language of the final drafts and
the procedures for agency implementation of these agreements. I enclose
revised copies of the SCI and collateral agreements that reflect the changes
in the language from the May 26 drafts, including the change in subparagraph
5(a) of the SCI agreement. I also enclose a list of these changes to simplify
your review.

It has been tentatively decided to drop the standardized supplement to the
collateral agreement that agency heads, at their option, could have included
to require prepublication review for persons with collateral clearances only.
Agencies that want to include such provisions should do so through the use of
supplementary agency forms and concurrent internal regulations.

It has also been tentatively decided that the agreements will be mandatory for
use by all agencies and independent offices that create or handle classified
information, including SCI. However, the National Security Council (NSC)

may grant a waiver for an agency to use an alternate-SCI agreement, cleared

by the Justice Department and the Information Security Oversight Office, if:
(a) the agency's special operations require the use of an agreement that
contains more stringent safeguarding provisions than those in the standardized
forms; or (b) the agency's form contains safeguarding provisions that are at
leasL as stringent as tnose in the standardized form and the internal implemen-
tation of the standardized agreement will result in a significant administrative
burden on the agency. In addition, as provided in NSDD-84, an agency may
request on the basis of a significant administrative burden that the use

of the collateral agreement be limited to prospective access clearances.
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To discuss the reasons behind these decisions and to advise you of the next
steps in the promulgation of these agreements, there will be an interagency
working group meeting on Tuesday, June 28, 1983, at 9:30 a.m., in the Indian
Treaty Room (Room 474) of the 0l1d Executive Office Building. Limited space
requires that each agency send no more than two representatives, except as
authorized by NSC's Ken deGraffenreid, who may be reached at 395-3334. The
names of your representatives should a]so be cleared through Mr. deGraffenreid's

offlce no later than June 24, 1983.

Sincerely,

STEVEN GARFINKEL
Director

Enclosures
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 SENSTTIVE COMPAR’D/[EINI'ED INFORYATTON, NONDISCTOSURE, AGREEMEINT e s

[ON - SECURITY BRI]

ITEM | LINE OF 5/26/83 LINE- OF CURRENT

NO. PARAGRAPH DRAFT - DRAFT CHANGE MADE

1 1 3/4 3 Deleted "protected within Special Access

_ Programs, hereinafter referred to" and
5 added the word "known" after the word
' "111formatlon"
2 5 10 10/11 Deleted the.-.worda-ﬁinfomation'_z;and added
' the words "intelligence-reports - or-; i ' -
estimates" after the word "classified”
3 5 11 12 Deleted the word "data"
4 5 18 19° - |Added the words "or materials" between
" [the words "information" and "with"

5 5 19 20 Changed the word "it" to read "them"

6 5 20 22 Changes the sequence of "materials or
information” to read "information or
materials™

7 10 9 9 Deleted the words "United States
Government"”

8 11 2/3 2 Deleted the words "Departmént or Agency
that last granted me either a security
clearance or an SCI access approval" and
added the words "United States Govemnent"
after the word "the"

9 NEW SECT EEING/DEBRIEFING ACKNOWLEDGIENT.
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SENSITIVE COMPARTMENTéDVINFORMATION NONDISCLOSURE AGREEMENT T

An Agreement Between and the United States
(Name-Printed or Typed) :

1. Intending to be legally bound, I hereby accept the obligations
contained in this Agreement in consideration of my being granted
access to information known as Sensitive Compartmented Information
(SCI). 1 have been advised that SCI involves or derives from
intelligence sources or methods and is classified or classifiable
under the standards of Executive Order 12356 or other Executive
order or statute. I understand and accept that by being granted
access to SCI, special confidence and trust shall be placed in me by
the United States Government.,

2. 1 hereby acknowledge that I have received a security indoctrination
concerning the nature and protection of SCI, including the procedures
to be followed in ascertaining whether other persons to whom I
contemplate disclosing this information have been approved for

access to it, and I understand these procedures. I understand that

I may be required to sign subsequent agreements upon being granted
access to different categories of SCI. I further understand that

all my obligations under this Agreement continue to exist whether or
not I am required to sign such subsequent agreements.

3. I have been advised that direct or indirect unauthorized disclosure,
unauthorized retention, or negligent handling of SCI by me could

cause irreparable injury to the United States or be used to advantage

by a foreign nation. 1 hereby agree that I will never divulge such
information unless I have officially verified that the recipient

has been properly authorized by the United States Government to
receive.it or I have been given prior written authorization from

the Unjted States Government Department or Agency (hereinafter
Department or Agency) that last granted me either a security clearance

0 or an SCI access approval that such disclosure is permitted.

4, 1 further understand that I am obligated by law and regulation

not to disclose any classified information in an unauthorized fashion.
As used in this Agreement, classified information is information

that is classified under the standards of E.0. 12356, or any other
Executive order or statute that prohibits the unauthorized disclosure
of information in the interest of national security.

5. In consideration of being granted access to SCI and of being
assigned or retained in a position of special confidence and trust
requiring access to SCI and other classified information, I hereby
agree to submit for security review by the Department or Agency

that last granted me either a security clearance or an SCI access
approval all materials, including works of fiction, that I contemplate
disclosing to any person not authorized to have such information,
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->or that I have prepared for pub11c d1sclosure wh1ch contain or .
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purport to contain:

(a) any SCI or other classified 1nte1]1gence reports or
estimates; or

(b) any discussion of intelligence activities, sources
or methods to which I had access in the course of my
employment, contract or other relationship with the
United States Government. -

I understand and agree that my obligation to submit such information
and materials for review applies during the course of my access to
SCI and at all times thereafter, and I agree to make any required

submissions prior to discussing the information or materials with,
“or showing them to anyone who is not authorized to have access to

such information. I further agree that I will not disclose such
information or materials unless I have officially verified that the
recipient has been properly authorized by the United States Government
to receive it or I have been given written authorization from the
Department or Agency that last granted me either a security clearance
or an SCI access approval that such disclosure is permitted.

6. I understand that the purpose of the review described in paragraph 5
is to give the United States a reasonable opportunity to determine
whether the information or materials submitted pursuant to paragraph 5
set forth any SCI or other information that is subject to classification
under E.0. 12356 or other Executive order or statute that prohibits

the unauthorized disclosure of information in the interest of national
security. I further understand that the Department or Agency to

which I have submitted materials will act upon them, coordinating

with the Intelligence Community or other agencies when appropriate,

and substantively respond to me within 30 working days from date of
receipt. ,

7. 1 have been advised that any breach of this Adreement may result
in the termination of any security clearances and SCI access approvals
that I may hold; removal from any position of special confidence

and trust requiring such clearances or access approvals; as well

as the termination of my employment or other relationships with

the Departments or Agencies that granted my security clearances or

SCI access approvals. In addition, I have been advised that any
unauthorized disclosure of SCI or other classified information by me
may constitute violations of United States criminal laws, including

~the provisions of Sections 793, 794, 798, and 952, Title 18, United

States Code, and of Section 783(b), Title 50, United States Code, and
the provisions of the Intelligence Identities Protection Act of 1982.
Nothing in this Agreement constitutes a waiver by the United States
of the right to prosecute me for any statutory violation.

8. In addition, I hereby assign to the United States Government
all rights, title and interest, and all royalties, remunerations,
and emoluments that have resulted, will result, or may result
from any disclosure, publication, or revelation not consistent
with the terms of this Agreement.
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9. I understand that the Un1ted States Government may seek -any
remedy available to it to enforce this Agreement including, but not
limited to, application for a court order prohibiting disclosure of :
information in breach of this Agreement. I have been advised that the
action can be brought against me in any of the several appropriate
United States District Courts where the United States Government may
elect to file the action. Court costs and reasonable attorneys fees
incurred by the United States Government may be assessed against me

if I lose such action.

10. I understand that all information to which I may obtain access
by signing this Agreement is now and will forever remain the property
of the United States Government. I do not now, nor will I ever,
possess any right, interest, title, or claim whatsoever to such
information. I agree that I shall return all materials which may
have come into my possession or for-which I am responsible because

~ of such access, upon demand by an authorized representative of the

United States Government or upon the conclusion of my employment or
other relationship with the Department or Agency that last granted
me either a security clearance or an SCI access approval. If I do
not return such materials upon request, I understand that this may
be a violation of Section 793, Title 18, United States Code, a
Un1ted States criminal law.

11. Un}ess and until I am released in writing by an authorized
representative of the United States Government, I understand that
all conditions and obligations imposed upon me by this Agreement
apply during the time I am granted access to SCI and at all times
tnereafter.

12. Each provision of this Agreement is severable. If a court should
find any provision of this Agreement to be unenforceable, all other
prov1s1ons of this Agreement shall remain in full force and effect.

13. I have read this Agreement carefully and my questions, if any,
have been answered to my satisfaction. 1 acknowledge that the
briefing officer has made available Sections 793, 794, 798, and 952
of Title 18, United States Code, Section 783(b) of Title 50, United
States Code, the Intelligence Identities Protection Act of 1982, and
Executive Order 12356 so that I may read them at this time, if I SO
choose.

14. 1 make this'Agreement without any mental reservation or purpose

of evasion.

SIGNATURE DATE

SOCIAL SECURITY NUMBER ORGANIZATION
(SEE NOTICE BELOW)
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AFT

2 ° who accepted it on behalf of the United States Government as a
3 prior condition of access to Sensitive Compartmented Information.

WITNESS and ACCEPTANCE:

SIGNATURE o DATE

ORGANIZATION

SECURITY BRIEFING ACKNOWLEDGEMENT

1 hereby acknowledge that I was briefed on the following SCI Special
Access Program{s):

(Specia] Access Programs by Initials Only)

Signature of Individual Briefed Date Briefed-

Printed or Typed Name

Social Security Number (See MNotice Organization (Name and Address)
Below)

I certify that the above SCI access(es) were approved in accordance
with relevant SCI procedures and that the briefing presented by me on the
above date was also in accordance therewith,

Signature of Briefing Officer

Printed or Typed Name : Organization (Name and Address)

Social Security Number (See Notice
Below) '
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 SECURITY DEBRIEFING ACKNOWLEDGEMENT

Having been reminded of my continuing obligation to comply with the
terms of this Agreement, I hereby acknowledge that I was debriefed on the
following SCI Special Access Program(s):

(Special Access Programs by Initials Only)

Signature of Individual Debriefed Date Debriefed

Printed or Typed Name

Social Security Number (See Notice Organization (Name and Address)
Below) ~ '

I certify that the debriefing presented by mebon the above date was
in accordance with relevant SCI procedures.

Signature of Debriefing Officer

Printed or Typed Name Organization (Name and Address)

‘Social Security Number (See Notice
Below)

NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal
agencies inform individuals, at the time information is solicited
from them, whether the disclosure is mandatory or voluntary, by

what authority such information is solicited, and what uses will

be made of the information. You are hereby advised that authority
for soliciting your Social Security Account Number (SSN) is Executive
Order 9397. Your SSN will be used to identify you precisely when

it is necessary to 1) certify that you have access to the information
indicated above or 2) determine that your access to the information
indicated has terminated. Although disclosure of your SSN is not
mandatory, your failure to do so may impede the processing of such
certifications or determinations.
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ITEM LINE OF 5/26/83 LIMNE OF CURRENT
No. PARAGRAPH DRAFT DRAFT ' CHANGE MADE
1 7 9 9 Deleted the words "United States
- Government"
2 8 2/3 2 Deleted the words "Departmenf or Agency

that last granted me a security
clearance" and added the words "United
States-Government" after the word "the"
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- An Agreement:BetWeen - -~ and the United States:
S ' (Name Pr1nted or Typed) '

1. Intend1ng to be 1ega11y bound I hereby accept the ob11gat1ons
~contained in this Agreement in cons1derat1on of my being granted -

access to classified information. As used in tnis Agreement, c1ass1f1ed
- information is information that is classified or classifiable under
- the standards of Executive Order 12356, or any other Executive order
or statute that prohibits the unauthor1zed disclosure of information -
in the interest of national security. 1 understand and accept that -
by being granted access to classified information, special confidence
and trust sha]] be p]aced in me by the Un1ted States Government

CONONPWN—

2 I hereby acknow]edge that T have rece1ved a secur1ty 1ndoctr1nat1on o
concerning the nature and protection of classified information, ‘- - =
‘including the procedures to be followed in ascertaining whether . .

. other persons to whom I contemplate disclosing this information have . -

ljbeen approved for access to 1t, and I understand these procedures.~_

AP WN

: 3. I have been adv1sed that d1rect or 1nd1rect unauthor1zed d1sclosure,» DR
unauthorized retention, or neg11gent handling of classified information
by me could cause irreparable injury to the United States or be used
to advantage by a foreign nation. - I hereby agree that I will never
divulge such information unless I have officially verified that.
the rec¢ipient has been properly authorized by the United States N
Government to receive it or I have been given prior written author1zat1on

~‘from.the United States Government Department or Agency . (here1nafter
Department or Agency) that last granted me a security clearance .

 that such disclosure is permitted. I further understand that I am
obligated by law and regulation not to disclose any c]ass1f1ed RPN
1nformat1on in an unauthor1zed fashlon. ‘ : :

VN VTRWN

[
N = O

4. 1 have been adv1sed that any breach of th1s Agreement may resu]t
"in the termination of any security clearances I may hold; removal '
from any position of special confidence and trust requ1r1ng such’.
clearances; as well as the termination of my employment or other
Are]at1onsh1ps with the Departments or Agencies that granted my secur1ty
clearances. .In addition,; I have been advised that any unauthorized
disclosure of classified information by me may constitute violations S
of United States criminal laws, including the provisions of Sections 793 i
, 794,798, and 952, Title 18, United States Code, Section 783(b), - -
10 T1t1e 50, United States Code, and the prov1s1ons of the Inte]]1gence R
11 Ident1t1es Protection Act of 1982. Nothing in this Agreement constitutes o
-~ 12 a waiver by the United States of the r1ght to prosecute me for any . T
: 13.'statutory v101at1on : o :

1 . 5. In add1t1on, 1 hereby assign to the Unwted States Government any
2 rights, title and interest, and all royalties, remunerations, and -
" 3 -emoluments that have resulted, will result or may result from any
4 -disclosure, pub11cat1on, or reve]at1on not cons1stent w1th the
5 ~terms of this’ Agreement S
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'Vremedy ava11ab1e to 1t to enforce this Agreement including, but = c
“not limited to, application for a court order prohibiting disclosure -
of information in breach of this Agreement. I have been advised
~ that the action can be brought against me in any of the several
“appropriate United States District Courts where the United States-
~ Government may elect to file the action.. Court costs and reasonable
‘attorneys fees incurred by the United States Government may be .
assessed against me if I 1ose such’ act1on. :

OO~ OO £ W N =

7. .1 understand that all 1nfonnat1on to wh1ch I may obtain access
by signing this Agreement is now and will forever remain.the property
of the United States Government. 1 do not now, nor will I ever, -
. possess. any right, interest, title, or claim whatsoever to such
~information. I agree that I shall return all materials, which may o
have come into my possession or for which I am responsible because -
of such access, upon demand by .an authorized representative of the
"United States Government or upon the conclusion of my emp]oyment or.
~ other relationship with the Department or Agency that last granted .
me a security clearance. If.1 do not return such materials upon g
- request, I understand that this may be a violation of Section 793,
Title. 18 Un1ted States Code a Un1ted States cr1m1na1 law. ’

OONDUT S WN

e
N O

5 8.” Un]ess and unt11 I am re]eased in wr1t1ng by an author1zed
representative of the United States Government, I understand that
all conditions and obligations imposed upon me by ‘this Agreement .
- -apply during the time I am granted access to c]ass1f1ed 1nformat1on,
' and at a]] times thereafter.- : :

Ol £ W N - -

9. Each prov1s1on of th1s Agreement 1s severable.' If a court" Sk
should find any provision of this Agreement to be unenforceable, all -
other prov1s1ons of this Agreement sha]l remaln in: ful] force and

- effect. o : : e

WM R

‘v10 1 have read thlS Agreement carefu]]y and my quest1ons, 1f
-_any, have been answered to my satisfaction. I acknowledge that
the briefing officer has made available Sections 793,.794, 798, and
952 of Title 18, United States Code, Section 783(b) of Title 50,
 United States Code, the Intelligence Identities Protection Act - -
- of 1982, and Executive Order 12356, so that I may read them at this :
t1me, if I so choose. - . . o

N OT B W N

N

‘wll 1 make th1s Agreement w1thout any menta] reservat1on or purpose :
of evas1on. _ N : : . . ~

- STGNATURE . TATE

* SOCTAL SECURTTY NUMBER  TORGANIZATION
" (SEE NOTICE BELOW) . T e
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The éxecution of this Agreement was witnessed by the undersigned,
who accepted it on behalf of the United States Government as a prior
condition of access to classified information.

WMN =

WITNESS and ACCEPTANCE:

SIGNATURE DATE

ORGANIZATION

NOTICE: The Privacy Act, 5 U.S.C. 552a, requires that federal
agencies inform individuals, at the time information is solicited
from them, whether the disclosure is mandatory or voluntary, by what
authority such information is solicited, and what uses will be made
of the information. You are hereby advised that authority for
soliciting your Social Security Account Number (SSN) is Executive _
Order 9397. Your SSN will be used to identify you precisely when it
is necessary to 1) certify that you have access to the information
indicated above or 2) determine that your access to the information
10 indicated has terminated. Although disclosure of your SSN is not

11 mandatory, your failure to do so may impede the processing of such

12 certifications or determinations. .

W OO~NOUTHD WN -
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